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AND LEGAL CHALLENGES INTELIGENCIA
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(") Olatz Cibrian Egido - ARTIFICIAL INTELLIGENCE
IN CRIMINAL JUSTICE SETTINGS - Directed by Iraide
Zipitria Leanizbarrutia - Degree in Criminology
Academic Year 2019-2020 —p. 7.
https://addi.ehu.es/bitstream/handle/10810/48983/TFG_%?2
0Cibrian%?20Egido.pdf?sequence=2
(a¥EY Al YoYY/E/Y 8 a)ly )
( Artificial Intelligence (Al) is a broad-ranging branch of
computer science aimed to design and build intelligent
machines capable of performing tasks that would naturally
require human intelligence. Due to the many different
research approaches to the field, this or many other
definitions of Al would be equally valid, as there is not a
universally accepted one ) .
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artificial  intelligence as  “the  scientific
understanding of the mechanisms underlying

() Benoit Dupont, Yuan Stevens, Hannes Westermann,
Michael Joyce - Artificial Intelligence in the Context of
Crime and Criminal Justice -A REPORT FOR THE
KOREAN INSTITUTE OF CRIMINOLOGY -
International Centre for Comparative Criminology - Canada
Research Chair in Cybersecurity Université de Montréal,
Montreal, Canada - December, 2018 -p.9.
https://www.cicc-
iccc.org/public/media/files/prod/publication_files/Artificial-
Intelligence-in-the-Context-of-Crime-and-Criminal-
Justice_KICICCC_2019.pdf
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embodiment in machines “

O A Ll alaas Graaidall Labal (Sl bl oy
O LS Ishas (et ) e " 58 el ) 1S3
O Aare dayty — SlehyaY) ALAT) 5 Lt Jdas DA
Ll (9S of oSan g ¢ Baaae Calaal sl — ADELY)
Janis ¢ T malydl o 3ailE elihial) oS ) satied])
s el ¢ Agall Baclusall (ia) Y1 QL) b
(4l D) e Cajanll daladly ¢ anil) ClSpaag ¢ guall
¢ Aasiall Clgng N i) By ga) 8 L i o Say
ol il ol sk ey iUl ol Al cleddls
Cilily e bl YIS Gl (el b L (sLedd)
2 Bac Luall agiSa Jﬂ;ds.&.'%@_\b\d‘)m.a ¢ Ll Cpreaa

()" Ol i LAl pia dlee diaily (e

(*) Abraham BERNSTEIN ( Professor of Informatics,
University of Zirich ) , Jorge CANCIO (
International Relations Specialist, Federal Office of
Communications, Switzerland ) , Luciano FLORIDI (
Professor of Philosophy and Ethics of Information, Oxford
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University ) , Seda GURSES (  Assistant Professor,
Technical University Delft ) , Gabrielle GUILLEMIN (
Senior Legal Officer, ARTICLE 19 ) , Natali
HELBERGER ( Professor of Information Law, University
of Amsterdam ) , Luukas ILVES (Chair) ( Deputy Director
and Senior Fellow, Lisbon Council ) , Tanja KERSEVAN
SMOKVINA (  State Secretary, Ministry of Culture,
Slovenia ) , Joe MCNAMEE ( Independent Consultant ) ,
Evgenios NASTOS ( Head of Information Unit, Ministry
of Digital Policy, Telecoms & Media, Greece ) , Pierluigi
PERRI ( Professor of Computer Law, University of Milan )
,  Wolfgang SCHULZ (Vice-Chair) ( Professor of Law,
University of Hamburg ) , Karen YEUNG (
Interdisciplinary Professorial Fellow in Law, Ethics and
Informatics, University of Birmingham ) - Composition of
the Committee of Experts MSI-AUT - Responsibility and
Al -A study of the implications of advanced digital
technologies (including Al systems) for the concept of
responsibility within a human rights framework - Prepared
by the Expert Committee on human rights dimensions of
automated data processing and different forms of artificial
intelligence - Rapporteur: Karen Yeung - Council of
Europe study DGI(2019)05 - Council of Europe, September
2019 Printed at the Council of Europe —p . 16 .
https://rm.coe.int/responsability-and-ai-en/168097d9c5
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(') Abraham BERNSTEIN ..... - Responsibility and Al -
Council of Europe study —ex —p . 17 - ( Accordingly,
the primary purpose of this study is to examine the
implications of advanced digital technologies (including
Al) for the concept of responsibility, particularly in so far
as they might impede the enjoyment of human rights and
fundamental freedoms. For this purpose, it considers
adverse effects, both intended10 and unintended,11 arising
from the development and use of Al that can be understood
as bearing directly upon the enjoyment of human rights and
freedoms. However, the indirect adverse effects of Al,
including those associated with the risks of mass
unemployment, and other second- or third-order effects are
excluded from scope, as are the implications of their use in
military applications (including autonomous weapon
systems). This is not to suggest that these risks are
unimportant, but merely that they raise particular concerns
that are beyond the scope of this inquiry ) .
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(*) Olatz Cibrian Egido — ex — p 8 . (A more recent
definition would be that introduced by the U.S.
Government companion bills on December 12, 2017 (H.R.
4625 and S. 2217) which establish that Al includes ‘“‘any
artificial systems that perform tasks under varying and
unpredictable circumstances, without significant human
oversight, or that can learn from their experience and
improve their performance. Such systems may be
developed in computer software, physical hardware, or
other contexts not yet contemplated. They may solve tasks
requiring human-like perception, cognition, planning,
learning, communication, or physical action. In general, the
more human-like the system within the context of its tasks,
the more it can be said to use artificial intelligence ) .
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(") Council of Europe study - DGI(2019) - Prepared by the
Expert Committee on human rights dimensions of
automated data processing and different forms of artificial
intelligence (MSI-AUT)- A study of the implications of
advanced digital technologies (including Al systems) for
the concept of responsibility within a human rights
framework —p .15
https://rm.coe.int/responsability-and-ai-en/168097d9c5 . —
(p VeV Ll YOYY/YAY Al cua)
(®) Prof. Katalin Ligeti - AIDP-IAPL International
Congress of Penal Law - Artificial Intelligence and
Criminal Justice —2019-p . 1.
https://www.penal.org/sites/default/files/Concept%20Paper
_Al%20and%20Criminal%20Justice_Ligeti.pdf
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(®) Pang Dongmei (Law Institute, Institute of intellectual
property Henan University’s Chinese, Russian center of
comparative law Henan, People’s Republic of China ) and
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Nikolay V. Olkhovik (Tomsk State University Tomsk,
Russian Federation Research Institute of the Federal
Penitentiary Service of Russia Moscow, Russian Federation
) - Criminal Liability for Actions of Artificial Intelligence :
Approach of Russia and China - Journal of Siberian
Federal University. Humanities & Social Sciences -
Received 14.10.2021, received in revised form 10.12.2021,
accepted 02.05.2022 - p 1098 .

https://elib.sfu-kras.ru/bitstream/handle/
2311/147462/03_Dongmei.pdf?sequence=
1&isAllowed=y1
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(") Alina Glaubitz - How should liability be attributed for
harms caused by biases in Artificial Intelligence? — (Senior
Thesis, Yale Department of Political Science) - Nathaniel
Raymond (Advisor, Yale Jackson Institute for Global
Affairs) - April 29,2021 -P . 7.
https://politicalscience.yale.edu/sites/default/files/glaubitz_
alina.pdf
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(*) Olatz Cibrian Egido — ex — p. 11 . ( On the other hand,
Strong Al or Atrtificial General Intelligence (AGI), is aimed
to create machines with general intelligence at the human
level or beyond . In other words, it comprises systems that
are autonomous, self-aware and can realize what is going
on around them to the extent that some can be emotional or
even creative in their interactions like a human would be.
These machines would have the capacity to solve, adapt
and evolve through facing unlimited number of problems
without any human assistance or input. Unfortunately, AGI
does not exist in reality yet ) .
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(*) Mirjana Stankovic (Tambourine Innovation Ventures),
Aminata Amadou Garba (Union internationale des
télécommunications), Nikola Neftenov  (Tambourine
Innovation Ventures) - Nouvelles tendances
technologiques:  D’intelligence  artificielle et  les
mégadonnées au service du développement 4.0 —ITU
Publications 2021 - Union internationale des
télécommunications Secteur du développement —p . 1.
https://www.itu.int/dms_pub/itu-d/opb/tnd/D-TND-02-
2021-PDF-F.pdf
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() Mirjana Stankovic , Aminata Amadou Garba , Nikola
Neftenov — Ibid. — p . 2 .( Sous l'effet conjugué de la
multiplication de dispositifs a la puissance de calcul accrue,
de I'amélioration de la connectivité et des mégadonnées,
I'intelligence artificielle offre des avantages potentiels
multiples et I'occasion de traiter certains des grands enjeux
du monde en développement, en accélérant la croissance
économique, améliorant les systemes agricoles et la qualité
de I'éducation, ainsi qu'en abordant les défis sanitaires et
climatiques. S'agissant de gouvernance, les mégadonnées
combinées a l'intelligence artificielle peuvent renforcer la
prise de décision et améliorer la responsabilisation. La
capacité des mégadonnées a regrouper des populations
entiéres présentant un attribut particulier, plutét que de
dépendre de petits échantillons, contribue a éliminer le biais
lié & la selection des échantillons et évite de devoir ventiler
les échantillons en plusieurs sous-groupes et catégories. De
nouvelles sources de données, des technologies
d'intelligence artificielle et de nouvelles approches
analytiques peuvent, lorsqu'elles sont utilisées de maniére
responsable, faciliter une prise de décision plus souple, plus
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efficace et fondée sur des données probantes. Elles
contribuent également a mieux concevoir et mesurer les
progrés accomplis en vue de la réalisation du Programme
de développement durable a I'horizon 2030 ) .
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(1) Mirjana Stankovic , Aminata Amadou Garba , Nikola
Neftenov — Ibid. —p . 7.
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(") Ryan Abbott (Professor of Law and Health Sciences, at
University of California, Los Angeles ) and Alex
Sarch(Associate Professor) in Legal Philosophy, University
of Surrey ) - Punishing Artificial Intelligence: Legal
Fiction or Science Fiction - Copyright © 2019 Ryan
Abbott and Alex Sarch — (Vol. 53:323) - p . 330 .

https
‘//lawreview.law.ucdavis.edu/issues//1/articles/files/53-
_Abbott_Sarch.pdf .
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() Mr Houlin Zhao Secretary-General International
Telecommunication Union - United Nations Activities on
Artifi cial Intelligence (Al) -2018 —p . 38.
https://www.itu.int/dms_pub/itu-s/opb/gen/S-GEN-
UNACT-2018-1-PDF-E.pdf
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(Crime Prevention, Criminal justice, as well as Law
enforcement and national security is one of the areas where
Al and robotics has the potential to compliment or even
greatly enhance traditional techniques. For instance, Al
could be used to monitor the changing landscape of
criminal and terrorist networks; efficiently analyze threat
data and historical information; recognize behavioral
patterns that cannot be seen by the human eye; and create
hypotheses for commission of future criminal or terrorist
acts. So-called ‘predictive policing’, in particular, could
offer the opportunity for law enforcement and national
security agencies to adopt a proactive, rather than a
reactive, approach to crime and security. Robotics, on the
other hand, could be used to gather actionable data and
handle situations that may be too dull, dirty or dangerous
for human counterparts, for example, responding to bomb
threats. Masked behind these benefits, however, are a range
of social, ethical and legal issues that have yet to be fully
explored and analyzed, which could even jeopardize trust
and belief in Al and robotics as agents for positive change.
For instance, not only do these technologies themselves
present an inherent potential for physical harm to humans,
there are concerns surrounding the autonomous use of
force, algorithmic bias and black boxes in decision-making
systems, data collection and violations of the right to
privacy, and, of course, the ever-present risk that these

4y dalai®y )y 4 gilal) el all Jaliad (3 gds dlaa



S5URY gy (laay L 2024 3y aeulil) 2aal)
clilee b elibaVl oS0 Aot (Ko LS -

) iS¢ agiall ae Clsaially Caslly (sakanl

Pla (e ¢ lgia s 4l gl danall ) (s

Aalxiall danyal) gonge Jsa A (pe 220 26

e Al dang )l ALY Al b La ¢ agially

Gl G Loyt s agiall Glotiey paally o)

Jon V3l (any Al 5 agial) duad iy dilaidl)

ABDle s« Lgegly Cigyby dandl goase

39y Cre ¢ Sl e A1V cdanall 2wy agial)

technologies may be misused by criminals or terrorist
organizations. Indeed, with every new technology comes
vulnerability to new forms of crime and threats to security.
There is, furthermore, concern that Al-enabled automation
may result in the widespread displacement of workers and
usher in social instability through new waves of migration
and increased crime rates, with developing countries and
economies in transition standing to bear the brunt of the
disruption ) .
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(ISSN: 1735-188X) - Volume 19, Number 5, 2022 — p. 597
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( HAL is a multi-disciplinary open access archive for the
deposit and dissemination of scientific research documents,
whether they are published or not. The documents may
come from teaching and research institutions in France or
abroad, or from public or private research centers.
L’archive ouverte pluridisciplinaire HAL, est destinee au
dépdt et a la diffusion de documents scientifiques de niveau
recherche, publiés ou non, émanant des établissements
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(*) Pedro Miguel Freitas , Francisco Andrade(Law School,
Universidade do Minho, Braga, Portugal) , Paulo Novais (
Informatics Department/CCTC, Universidade do Minho,
Braga, Portugal ) -Criminal Liability of Autonomous
Agents: from the unthinkable to the plausible —p .1 ,2.
(An ‘“agent” is thus a program capable of acting in a
flexible way, on behalf of its owner, user or clientl , in
order to reach defined goals. So, it must present a set of
properties or characteristics such as autonomy (capacity of
taking decisions on which actions to undertake without
having to be constantly inquiring the user), reactivity
(capacity of properly responding to prevailing
circumstances in dynamic and unpredictable environments),
proactivity (capacity of acting in anticipation of future
goals), communication, cooperation and sociability and
adaptive behaviour. This said, it must be stated that
“agents” are not limited to data interchange (such as EDI —
Electronic Data Interchange) but are capable of
communicating in complex conversational environments
and of assuming different roles, as well as adapting to
diverse situations ).
https://core.ac.uk/download/pdf/55634657 pdf .
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() Ora

(Y)United Nations Interregional Crime and Justice Research
Institute (UNICRI) - Europol’s European Cybercrime
Centre (EC3) - Trend Micro Research -Malicious Uses
and Abuses of Artificial Intelligence.—p . 18.
https://documents.trendmicro.com/assets/white_papers/wp-
malicious-uses-and-abuses-of-artificial-intelligence.pdf
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() Benoit Dupont, Yuan Stevens, Hannes Westermann,
Michael Joyce - Artificial Intelligence in the Context of
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Crime and Criminal Justice —-EX- —p . 40

(") Prof. Katalin Ligeti —ex —p . 5. ( Another crime that
Al may facilitate is online fraud, especially ‘spear
phishing’, which refers to ‘email or electronic
communications scam targeted towards a specific
individual, organization or business’ While phishing by
means of emails that are blatantly fake is not often
successful, Al systems can create and send fraudulent
emails that are tailored to the recipient, who can then be
convinced to follow a malicious link and/or share his or her
data with the fraudster ) .
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() Benoit Dupont, Yuan Stevens, Hannes Westermann,
Michael Joyce - Artificial Intelligence in the Context of
Crime and Criminal Justice -EX —p . 44 .
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(*) Benoit Dupont, Yuan Stevens, Hannes Westermann,
Michael Joyce - Artificial Intelligence in the Context of
Crime and Criminal Justice -EX - p.40.
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(") Charlotte TROI - Le droit 4 I’épreuve de I’intelligence
artificielle - Sous la direction de Monsieur Pascal PUIG -
HAL Id: dumas-02177137 - Submitted on 8 Jul 2019 .-
p. 27 .

https://dumas.ccsd.cnrs.fr/dumas- /document . 02177137
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(1) Trend Micro Research - Malicious Uses and Abuses of
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